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[bookmark: duckAndCover]What to do before and during the DLHE surveys 
Before the survey institutions should: 
· update each student's contact details 
· let all students know that the DLHE will be happening and give them an opportunity to withdraw from it, for example by providing the HESA student collection notice. 
During the survey institutions should: 
· use accurate contact details 
· use only the contact details provided by the leaver (except where given by a third party, when the details should be used as described below) 
· take notice of any objections the leaver has to being contacted 
· either not collect, or delete, information from any leaver who does not wish their destinations data to be held by the institution. 
When collecting data from a third party the interviewer should be aware that: 
· they should ask that the third party informs the data subject that data has been collected. The interviewer should also indicate that they can contact the institution for more information or with any concerns they might have 
· if the third party gives an interviewer a contact telephone number for the leaver, this may be used, providing the interviewer states where the number has come from and gives the leaver an opportunity to object to the call at the beginning of the conversation. The telephone number may only be recorded for future contact purposes outside of DLHE if the leaver gives their permission. 
Objections to being contacted or providing data can be given at any time before the data is returned to HESA. Such objections must always be recorded. 
[bookmark: standardText]Standard text, collection notices and informing students 
In order for processing to be fair, data subjects should be informed about the uses made of data. A collection notice is a piece of text which fulfils this criteria. 
Student collection notice 
The HESA Student collection notice should be made available to all students at each institution. This tells the students that: 
· they may be contacted for first stage DLHE 
· there is the possibility of follow up to the first stage DLHE 
· they have the opportunity to object to further contact. 
DLHE questionnaire 
There is a general statement on the questionnaire, referring to the covering letter for more information. 
DLHE covering letter and email 
The covering letter and email for the DLHE survey 
· tells the leaver that they will be contacted again if they don't reply 
· informs the leaver that data may be collected from a third party if they can't be contacted themselves 
· gives the leaver an opportunity to refuse to give data or be contacted again 
· tells them that they may be contacted for the longitudinal survey and gives them the opportunity to object. 
DLHE collection notice provided by HESA 
This is included at the bottom of the covering letter and email, and describes the uses made of the data by HESA and its Statutory Customers. 
DLHE collection notice to be written by institutions 
Space has been allowed within the covering letter for each institution to include their own collection notice text about the use they make of the data. HESA strongly recommends that each institution composes suitable wording for, and includes its own collection notice in the covering letter, in order to protect the institution’s legal position. 
Further information about informing students 
Institutions cannot guarantee leavers read the covering letter and collection notices, but this does not necessarily cause a problem. The Data Protection Act 1998 says that information concerning what happens to personal data must be made available to the individuals concerned. Organisations must make every reasonable effort to provide this, but not so that it is disproportionate to the purposes for which the data is collected. Therefore, if institutions follow the above procedures, there should be no further need for concern. 
[bookmark: rptissues]Issues associated with the collection of data from third parties 
The two main issues associated with collecting data from third parties are ensuring the data is accurate, and that leavers are informed of what happens to their data. 
The accuracy principle is not contravened because: 
· steps are taken to ensure the data are accurate for the purposes, e.g. validation and audit 
· the DLHE collection allows a record to be marked as containing data obtained from a third party. 
So that the collection of the data is fair, institutions should follow the procedures above and use the standard collection notice text. 
HESA wrote to the Information Commissioner's Office describing the position. The IC's office replied with two recommendations: to list the statutory bodies in receipt of the data on the collection notices, and to allow leavers to refuse to participate in the DLHE by replying in writing. Copies of this correspondence can be obtained on request from the Data Protection Manager (data.protection@hesa.ac.uk). 
[bookmark: keepdata]Keeping DLHE data 
The data should be kept only as long as is necessary. If the purpose is research then data may be kept for a long time. The completed questionnaires need not be kept beyond the time that the possibility of an audit might be carried out. Institutions should therefore keep either a hardcopy or electronic version of the questionnaire or telephone script for each individual leaver for one year after the data is returned to HESA. There is no need to anonymise the data. However, the data should not be used in a way that will affect the individual concerned. 
[bookmark: longitservprep]Preparing for the longitudinal survey 
The HESA student collection notice, which should be made available to all students in each institution, describes the possibility of follow up to the first stage DLHE. This possibility is also explained in the covering letter and email texts. In each case, students are given the opportunity to object to being contacted for follow up. Institutions should record any objections until the time of the relevant DLHE longitudinal survey. 
Further information about data protection issues 
Students can obtain further information on data protection issues from the HESA website at www.hesa.ac.uk/dataprot. The document 'Data Protection Guidance for the HESA Records' can be obtained from this page. For further information please contact the Data Protection Manager at data.protection@hesa.ac.uk 
[bookmark: contact]Who to contact 
If you have any queries about DLHE methodology, please contact the Institutional Liaison team at HESA (liaison@hesa.ac.uk). 
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